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“The Role of Regulations in Combating Cyber Extortion in the Saudi
System”

(A Comparative Study of the Regulations Governing Cyber Extortion in the Saudi
and Emirati Systems)

Researcher:
Majid Saad Murshid Al-Otaibi

Abstract:

The current research aims to achieve a specific main objective, which is to identify the role of laws that limit the crime of
cyber extortion in Saudi law. The study focused in its second chapter on achieving the following sections: Section One: The
Concept of Cyber Extortion, Types of Cyber Extortion Crimes, and Motivations for Committing the Crime; Section Two:
The Penalties Stipulated by Saudi Law Compared to Emirati Laws; Section Three: The Procedural Framework for Cyber
Extortion Crimes. The third chapter discusses previous studies that addressed the topic of cyber extortion and cyber crimes,
as well as a number of previous studies aimed at benefiting from investigative methods. The study concluded with several
findings, the most prominent of which are: Cyber extortion is a form of cyber crime that occurs using information networks
or modern devices and applications. There are various methods for committing extortion, and it also has specific means that
differ from traditional extortion. Extortion can lead to subsequent crimes, such as adultery, murder, acts of violence, or theft.
Cyber extortion is a transnational crime; the extorter may be in one country while extorting their victim in another part of
the world. Cyber extortion has unique investigative characteristics and requires a team of specialists or qualified and trained
personnel to understand the modern developments in investigating a smart criminal who possesses different traits from a
traditional criminal. The researcher also recommended several recommendations, the most notable of which is encouraging
those who are subjected to extortion to report the crime.
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